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1. Giéi thiéu
Tinh ning thanh toan qua cong thanh toan GPAY gitip cac Merchant (BVCNTT) cho phép

khach hang thanh toan bang thé ATM trén Web hoic Mobile Web, App ciia Merchant, sau d6
nhép thong tin thé dé thuc hién thanh toan.

= ATM

m ATM 0 VIBEA/MASTER

M VISA/MASTER

L
1. End-user chon thanh todn bang thé ATM 2. End-user thuc hién thanh toan trén 3. Thanh toan thanh céng, merchant
Gpay Payment Gateway web hién thj két qua giao dich

Giai thich thuat ngir:

e End-user: 1a ngudi mua hang c6 sir dung cong thanh toan do Gpay cung cap.

e Merchant: 1a nguo1 ban hang, cac cd nhan hoac don vi kinh doanh, cung rng dich vu
hodc/va san pham.

e Gpay: la nén tang thanh toan dién tir gitip Merchant tich hop nhiéu hinh thtrc thanh
toan dé ban hang cho End-user ti¢n loi hon.

Cac budc tich hgp:

e Buwodc 1: End-user chon hinh thirc thanh toan bf?mg ATM trén Web hodc Mobile Web,
App cua Merchant.

e Budrc 2: Merchant giri yéu cau tao don thanh toan (createOrder) sang cho GPAY.
GPAY tra thong tin don hang vé cho Merchant.

e Budc 3: Web cia Merchant mo link trang thanh toan do GPAY cung cip dé End-user
thuc hién budc thanh toan.

e Budrc 4: End-user thanh toan thanh cong, GPAY s& chuyén vé Web ciia Merchant dé
hién thi két qua giao dich.
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Cac budc thanh toan

Budc 1: End-user chon thanh toan bang thé ATM trén website merchant
Budc 2: Merchant gui order request (createorder) to1 Gpay

Budce 3: Gpay guri thong tin order cho merchant

Budc 4: Merchant m¢ URL dé diéu hudng ti Cong thanh toan Gpay
Budc 5: Thuc hién thanh toan trén Cong thanh toan Gpay

Budc 6: Gpay gui két qua thanh toan cho Merchant

Budc 7: Merchant hién thi két qua giao dich

Tai liéu nay dugc dugc su dung bdi cac Developer, Technical Personnel va Business Analyst
dé phuc vu cho viéc tich hop vao Cong thanh toan ctia GPAY.

Tai liéu nay mo ta toan bd cac interface, message, data format dugc st dung cho vi¢c tich
hop véi cong thanh toan ctia GPAY. Pay la tai li€u déac ta ky thuat API va message format.

Toan bd cac API duoc mb ta trong tai liéu ndy bao gdm:
- API tao access token

- API Tao don hang (create order)
- API Truy vén thong tin trang thai don hang (query order)



Tét ca cac Truong dit liéu trong API dugce m ta:

- Tén Truong dit li¢u

- Kiéu truong dir liéu

- Bit budc phai truyén thong tin hay khong

- Do dai: Do dai t6i da thong tin trudng dit liéu
- MO0 ta truong dir lidu



2. Huéng dan tich hop:
So d6 ludng xir 1y:
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Budce 1: Tao don hang

Khi nguoi dung thuce hién thanh toan trén website cua Merchant, website cia Merchant s€
gui yéu cau tao don hang (create order) 1én Merchant server. Merchant server sé goi API tao
don hang cua GPAY Server

Buéc 2:. Redirect t¢i trang cong thanh toan ciia GPAY

Khi Merchant server goi téi API tao don hang ctia GPAY server, GPAY server s& thuc hién
tao don hang, déng thoi s& tra vé mot doan link chuyén tiép da dugc build san goi 1a
order_url, Merchant sir dung order url nay dé redirect nguoi diung dén trang cong thanh
toan cua GPAY.

Buéce 3. Thue hién thanh toan

Nguoi dung thuc hién nhdp cac thong tin dé thuc hién thanh toan: Sb thé, Tén chu thé, ngay
hét han,... sau d6 thuc hién cac budc thanh toan trén GPAY Gateway, néu tru



tién user thanh cong GPAY Server s& tra vé (callback/notify) thong tin trang thai thanh toan
cho Merchant Server theo CallbackURL/Webhook URL da dugc guri tir trude.

Budrc 4: Redirect vé Merchant Site
Sau khi thanh toan thanh cong, (}PAY Server s€ tra Vé trang thai giao d@ch S:ho GP{\Y
Gateway. GPAY Gateway chuyén hudng (redirect) vé Merchant Site dé€ hién thi két qua giao
dich trén giao dién.
2 Pic ta ky thuat
3.1 Moi truwong tich hgp
1) Thong tin xac thwe merchant:
- merchant_code: S& duoc cép riéng cho merchant
- password : S& duoc cap riéng cho merchant
2) Thong tin key
- public key xéc thyc chit ky sb
3) Thong tin thé test

Thé noi dia test:
- Sb thé: 9704 0000 0000 0018
- Tén chu thé: Nguyen Van A
- Ngay hiéu lyc: 03/07
- Xac thuyc OTP: OTP
3.2 Phuwong thirc Bio mat va xac thue

3.2.1 Xic thue bang access Token
Céac API ctia GPAY st dung Phuong thirc xac thuc bang access Token.

Luong xir 1y:



(A) Client authentication———m|

|4—————— (B) Access Token

Client GPAY SERVER

(C) Access Token——m

|4————— (D) AFI Resource

A — Merchant guri request dé tao access_token toi GPAY Server.

B — GPAY Server s& xac thuc Merchant, néu xac thuc thanh cong s€ tao va tra vé cho
Merchant access_token.

C — Merchant sir dung access_token dé goi cac API ciia GPAY Server

D — GPAY Server sé& kiém tra access_token va phuc vu céc 10i goi ctia Merchant.
3.2.2 Xdc thue dit ligu sie dung chiv ky sé

Pé dam bao dit liéu hai bén khong bi gia mao, hai bén s& st dung chir ky sb trén dir liéu trao
doi. Quy tac sinh chir ky so (truong signature ) dugc thuc hién theo cong thure sau:

openssl_sign($input, $binary_signature, $privateKey, OPENSSL_ALGO_SHA256);
$signature = base64_encode($binary_signature);

Dit liéu truong input theo cdu tric:
INPUT: Field Namel=Field Valuel& Field Name2=Field Value2.....

Danh sach céc Field dé sinh chir ky sb s& dugc dic ta theo timg API

Vi du INPUT: merchant code={}&order id={}&amount={}.

e merchant code: Md merchant
e order id: Md don hang
e amount: tong so tién don hang

INPUT: merchant code=MERCHANT XYZ&transaction id=12345678&amount=10000

3.2.3 SSL

Két ndi gitta Merchant va GPAY str dung giao thirc két ndi HTTPS véi giao thie TSL1.2;
toan bg dir li¢u s€ dugc bao mat ma hoa trong qua trinh truyén dir liéu.

3.2.4 API tao access token



URL /authentication/token
HTTP Method POST
Authentication Phuong thirc bado mat va xac thuc duoc str dung:
e Chir ky sb.
e SSL
Protocol HTTPS/REST-JSON
STT | Trudong dirliéu | Kiéu dir Bit | Do M0 ta
liéu bufc | dai
API Input
1 merchant code String Y 20 [ M3 Merchant
2 password String Y 20 | password dugc cap cho merchant
API Output
1 meta.code string Y 10 | Ma trang thai cua API
2 meta.msg string Y 256 | Mi 16i
3 meta.internal ms | string Y 256 | Ma 16i chi tiét
g
4 response.token string Y 256 | Token dugc tao de merchant su
dung cho lan goi cac APT tiép theo.
Trong trudng hop Token hét han
can goi lai ham tao
token dé€ lay token méi
5 response.expired | timestamp Y Thoi gian hét han cua
_at token(UTC TIME)
3.3 Danh sach cac API

3.3.1 Tao don hang (Init order)

URL /order/init

HTTP Method POST

Header Authorization: Bearer {token 1y tir response ctiia API tao access token
(/authentication/token) }

Authentication Phuong thirc bdo mat va xac thyc dugc st dung:
e Su dung Access Token

e Chir ky sb.

e SSL




Protocol HTTPS/REST-JSON
STT | Trwong dir Kiéu Bit [ Py | Moéta
lidu dir liéu | buge | dai
API Input
1 merchant_code | String Y 20 | Ma Merchant
2 | order id String Y 50 [ Ma giao dich ctia don hang. Ma giao dich
phai 1a duy nhat . M3 giao dich co thé theo
format: YYYYMMDD-ORDER ID;
trong 46 ORDER ID 1a s tu ting
3 | order amt int Y Tong gia tri don hang theo VND
4 order currency | String Y 3 | Pon vi tién ctia don hang, mac dinh 1a VND
5 | order title String N 256 | Tiéu dé don hang
6 order_descripti | String N 256 | M6 ta don hang
on
7 order time int Y Thoi gian tao don hang (tinh dén milisecond)
8 order_item String N 2048
Danh sach hang hoa ctua don hang do
merchant ty dinh nghia, c6 thé theo format
nhu sau:
[{"itemid":"","itemname":"","itemprice":""
,"ite mquantity":""}]
9 | bank_code String N 20 | Ma ngéan hang(str dung gpay bank code
trong api /order/bank-list)
10 customer na String N 256 | Tén khach hang
me
11 | customer id String N 256 | Ma khach hang
12 | phone String N 20 | So dién thoai cua khach hang
13 | email String N 20 | Email khach hang
14 | address String N 1024 | Dia chi khach hang
15 | callback url String Y |1024 URL ciia merchant duoc redirect khi két qua
thanh toan thanh cong hoac that bai.
16 | webhook_url String Y (1024 webhook_url cia merchant duoc goi khi két
qua thanh toan thanh cong hodc thit bai.
17 | use custom d [ Boolea| N
omain an
18 | language String Y 2 | Ngbn ngir hién thi cta trang thanh toan
Gpay,
mac dinh vi
19 | service code [ String Y 50 | Mac dinh: PAYMENTGATEWAY
20 | expired order | Numbe| N Thot gian order expired tinh theo millisecond
r default: 600000
minimum: 30000
maximum. 900000
21 | voucher_info String N 256 | Thong tin ma giam gia (hién tai chua su

dung)




22

payment_metho
d

String

50

Phuong thire thanh toan:

default: BANK ATM
[ BANK ATM, PAY BY VOUCHER,
BUY NOW _PAY LATER,
PAY BY INSTALLMENT ]

23

payment type

String

50

Loai thanh toan: default: IMMEDIATE
[ IMMEDIATE, DELAYED |

24

embed data

String

2048

Dt liu riéng cua transaction do merchant
truyén vao

25

token id

String

256

token for card of customer(by customer id).
Truong hop truyén token thé thi sé khong can
nhap thong tin thé.

26

signature

String

2048

Chit ky s6 checksum dugc tao theo cong
thirc sinh chit ky dugc mo ta trong muc
Bé4o mat va phuong thuc xéc thuc.

Gia tri truong INPUT nhu sau:
INPUT:merchant code={}&order id={}&
order amt={}&embed data={}&order curr
ency={}&language={}.

* merchant code: Ma merchant

e order_id: Ma don hang

« order amt: gia tri don hang.

« embed_data: dit liu riéng ctia merchant

« language: ngdén ngitr

- order_currency: loai tién té.

Vi du:

merchant code=MERCHANT XYZ&orde
r_id=order1234&order amt=10000&embe
d_data=private data&order currency=VN
D&language=vi

API Output

1

meta.code

string

10

Trang thai x1r Iy cua API

2

meta.msg

string

=<

256

Ma thong bao

3

meta.internal
msg

string

256

M3 thong bao chi tiét

response.order
_url

string

St dung gia tri url nay dé redirect toi
trang thanh todn cua Gpay payment
gateway.

response.gpay
_ trans_id

string

50

Gpay transaction id. Pay la truong ma giao
dich dugc Gpay tao ra va la duy nhat img
véi mdi don hang. Mi giao dich nay sé
dugc sir dung trong cac API truy van trang
thai xtr ly don hang va thong tin cua don
hang

response.signat]
ure

string

2048

Chir ky s6 checksum dugc tao theo cong
thirc sinh chir ky dugc mo ta trong muc
Bao mat va phuong thirc xac thyec.

Gia tri truong INPUT nhu sau:

opay trans id={!&order id={}




3.3.2 Truy vin théng tin trang thdi don hang (query order)

URL /order/detail
HTTP Method POST
Header Authorization: Bearer {token lay tir response ctia API API tao access token}
Authentication Phuong thirc bao mat va xéac thyc duogc sur dung:
e Su dung Access Token
e Chir ky sb.
e SSL
Protocol HTTPS/REST-JSON
STT | Trwong dir Kiéu | Bit | Py | Mo ta
liéu dir bugc | dai
liéu
API Input
1 merchant code | String Y 20 | Ma Merchant
2 gpay trans id | string Y 50 | Gpay transaction id. Day la truong ma giao dich duoc Gpay
tao ra va la duy nhat img v6i moi don hang. Ma giao dich
nay s€ dugc sir dung trong cac API truy van trang thai xur ly
don hang va thong tin cua don hang
3 signature String Y 2048 | Chir ky s6 checksum dugc tao theo cong thire sinh chir ky
dugc mo ta trong muc Bao mat va phuong thirc xac thuc.
Gia tri truong INPUT nhu sau: INPUT:
merchant code={}&gpay trans id={}
API Output
1 meta.code string Y 10 | Trang thai xur Iy cia API
2 meta.msg string Y 256 | Ma thong bao
3 meta.internal | string Y 256 | Ma thong bao chi tiét
msg
4 | response.order | string Y Str dung gié tri url nay dé redirect t&i1 trang thanh todn
_url cta Gpay payment gateway.
5 response.gpay | string Y 50 | Gpay transaction id. Pay 1a truong ma giao dich duoc
trans_id Gpay tao ra va la duy nhat img v&i moi don hang. Ma
giao dich nay s€ dugc su dung trong cac API truy van
trang thai xu 1v don hang va thong tin cia don hang
6 | response.order | String | Y 50 [ Ma giao dich ctia don hang. M3 giao dich phai la duy
_id nhat . M2 giao dich c6 thé theo format:
YYYYMMDD-ORDER ID; trong d6 ORDER ID la s6
tu tang
7 | response.order | int Y Tong gia tri don hang theo VND
amt




8 response.order
_ Status

String

20

Trang thai x1r Iy cia don hang

- ORDER_PENDING: Pon dit hang dugc bat dau va
dang cho xu 1y

- ORDER_PROCESSING: bon hang thanh toan dang
trong qua trinh xu 1y

- ORDER_SUCCESS: Don hang thanh toan thanh cong
- ORDER_FAILED: Pon hang thét bai

- ORDER_CANCEL: bon hang bi huy

- ORDER_VERIFYING: Don hang dang duoc xac
thuc

9 | response.signa
ture

string

2048

Chir ky s6 checksum dugc tao theo cong thire sinh chir
ky dugc mo ta trong muc Bdo mét va phuong thirc xéac
thuc. Gia tri truong INPUT nhu sau:

INPUT:gpay trans_id={}&order id={}&order amt={
}&re sponse.order status={}.

*merchant_code: Ma merchant

sorder_id: Ma don hang

sorder amt: Gia tri don hang

. order_status: Trang thai

don hang Vi du:

merchant code=MERCHANT XYZ&transaction_id=

1234 5678&order amt=10000&order status=0

3.3.3 Token thé (remove card token)

URL /order/remove-token

HTTP Method POST

Header Authorization: Bearer {token lay tir response ctia API API tao access token}

Authentication Phuong thire bdo mat va xac thyc dugc str dung:

e Su dung Access Token
e Chir ky sd.
e SSL

Protocol HTTPS/REST-JSON




STT | Trwong dir Kiéu | Bit | Py | Mo ta
liéu dir bugc | dai
liéu
API Input
1 merchant_code | String Y 20 | Ma Merchant
2 token_id string Y 256 | Token thé duoc tao khi init Order
3 signature String Y 2048 | Chir ky s6 checksum dugc tao theo cong thirc sinh chit ky
dugc mo ta trong muc Bao méat va phuong thirc xac thuc. Gia
tri truong INPUT nhu sau:
INPUT: merchant_code={}& token id={}
API Output
1 meta.code string Y 10 | Trang thai xur 1y cia API
2 meta.msg string Y 256 | Ma thong bao
3 meta.internal | string Y 256 | M4 thong béo chi tiét
msg
4 response.merch| String Y [20 M3 Merchant
ant_code
5 response.token | string Y 256 | Token thé duoc tao khi init Order
_id
6 response.signa | string Y 2048 | Chir ky s6 checksum dugc tao theo cong thire sinh chir ky
ture duoc mo ta trong muc Bao mat va phuong thire xac thuc. Gia
tri truong INPUT nhu sau:
INPUT: merchant code={}& token id={}
3.3.4 Get List Bank
URL /order/bank-list
HTTP Method GET
Authentication None
Protocol HTTPS/REST-JSON




STT | Trwong dir Kiéu | Bit | Py | Mo ta
liéu dir bugc | dai
li€u
API Input
API Output
1 meta.code string Y 10 | Trang thai xtr ly cua API
2 meta.msg string Y 256 | Ma thong bao
3 meta.internal | string Y 256 | Ma thong béo chi tiét
msg
4 | response.bank | String | N |20 Tén ngan hang
name
5 gpay bank cod | string N 256 | Ma ngan hang cua GPAY(co thé dung trudng nay cho
e params bank code trong API tao order: /order/init)
6 short name by | string N 256 | Ma ngan hang theo Napas
napas
7 short name by | string N 256 | Tén ngan hang theo GPAY
gpay
8 pub_lish name | string N 256 | Tén ngan hang
9 | bank bin string N 256 | Ma PIN ngan hang
10 | provider string N 256 | Ngan hang
11 | status string N 256 | Trang thai
12 | logo string N 256 | Anh logo ngan hang

3.3.5 Callback/ Webhook nhén két qua trd vé tir GPAY ‘ 7
API: Merchant can dung api nay dé xu ly két qua tra vé tir Gpay. Merchant s& tra v http status 200 dé
thong bao cho Gpay két qua giao dich thanh cong

STT

Truwong dir
liéu

Kiéu
dir
li€u

by
dai

M0 ta

API Input

1

order id

String

20

Order Id cua merchant

2

gpay trans id

string

50

Gpay transaction id. Pay la trudng ma giao dich dugc Gpay
tao ra va 1a duy nhét ing v6i mdi don hang. M giao dich
nay s& duoc st dung trong cac API truy vén trang thai xir 1y
don hang va thong tin cua don hang

status

String

20

Trang thai xt Iy cua don hang
- ORDER_PENDING: Pon dit hang dugc bat dau va dang
cho xu ly
- ORDER_PROCESSING: Don hang thanh toan dang trong
qua trinh xur ly
- ORDER _SUCCESS: Don hang thanh toan thanh céng
- ORDER_FAILED: Pon hang thit bai
- ORDER CANCEL: Don hang bi huy




- ORDER VERIFYING: Don hang dang duogc xac thuc

4 | embed data String | 'Y | 2048 | Dt liéu riéng cua giao dich

5 | token_info String | N | 2048 | Thong tin token cua thé duoc ma hoa base64
Vi du: object: { "id": 1234 "bank code": "GPVCCB",
"card number": "9704...." }

6 | signature String Y 2048 | Chir ky s6 checksum dugc tao theo cong thirc sinh chit ky
dugc mo ta trong muc Bao mat va phuong thirc xac thuc.
Gia tri truong INPUT nhu sau: INPUT:
order_id={}&gpay_trans_id={} &status={}

API Output: response http code status is 200 if success

3.4 Response Code

Thoéng tin trang xir Iy ctia API duoc tra vé qua truong meta.code.
Danh sach cc ma tra vé ciia truong nay nhu sau:

meta.code = 200 => API xw ly thanh cong meta.code #

200 => API xit Iy 16

Ma loi: Danh sach ma loi dwoc guwi dinh kem cung tai liéu



